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Talk outline

Spam and anti-spam
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Spam and anti-spam

“Mass unsolicited electronic mail”

(RFC 2505, “Anti-Spam Recommendations for SMTP MTAs *,
http://www.ietf.org/rfc/rfc2505.txt)

Researchers attempt to characterise spam

Motivation:

- identifying signature of spam to be used in developing more effective
spam controlling techniques [14]

- proposing models of user behaviors [17,18]
- evaluating techniques of detecting and controlling spam [19]

- identifying factors that lead to that fact that some domains and users
are more likely to receive spam [20]
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Spam and anti-spam

e Spam signature:

* The authors [14] quantitatively and qualitatively
characterize features that distinguish spam from
non-spam traffic:

- email arrival process: Exponential distribution

- email size: Log-normal distribution/ Coefficient of Variation (CV)
- email popularity

- number of recipients per mailbox: Zipf-like distribution

» Social factors

» Clear daily/ weekly patterns for spam >< Insensitive to
measurement period for non-spam
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Spam and anti-spam

* Anti-spam techniques:
- Black-listing:
- White >< black listing -> challenge-response
- Local >< DNSBL (spam sources and open relay)

- Statistical content filtering
» Other anti-spam methods
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Spam and anti-spam

» Evaluate DNSBL techniques:
¢ The authors [21] evaluate relationship between inbound email
traffic and DNS lookup in MIT's Computer Science and Artificial
Intelligence Laboratory (CSAIL) based on packet traces taken in
December 2000 and February 2004
¢ Findings:
* 80% spam sources are listed in some DNSBL

« Distribution of incoming SMTP connection per spam sources is a Zipf-
like in 2004, but not 2000 -> capability of DNSBL

« Strong coherence between open relay DNSBLs
« Week correlation between spam sources and open relay DNSBLs
« Conditional probability matrix :
« Determine probability of a remote host
* Choose members of correlated lists which smallest false positive
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Spam and anti-spam

» Statistical approach:
« From text characterisation to machine learning algorithms
¢ Machine learning:
¢ Training stage
« Classification stage
« From vector-space models to feature-pruning
e Performance measure: cost ( ) and TCR (total cost ratio)
» Statistical spam filtering:

« Authors [16] evaluates five supervised learning methods in the context of
statistical spam filtering: Baye naive, maximum entropy, memory-based,
Support Vending machine, AdaBoost
Findings:

* SVM, maximum entropy, and AdaBoost are top performers on cost-
sensitive

« The choice of filtering classifiers outweighs the choice of feature
selection methods

¢ Importance of message header
« Filtering techniques are language independent
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Denial-Of-Service attack
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Denial-Of-Service (DOS) attack

 What is DOS?

A Denial of Service (DoS) attack is an attack which attempts to
prevent the victim from being able to use all or part of their network
connection [22].

» Financial cost: power, bandwidth, memory, diskspace.

One PC with modem connection can consume about 1Gbps
bandwidth and can overload many servers in high speed network [1]

» Technical difficulty:
* Push-back mechanism against DOS is expensive and hard to
deploy.
« Source address spoofing
» Reflection attack.
« Many zombie relaying machines cause DDOS.
« Attack in combined with worms, virus.
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Denial-Of-Service (DOS) attack

» Prevent against DOS attack:
« DOS resistant architecture [1]:

Separate client and server address
Non-global client address

RPF (reversed path forwarding)
State setup bit

Middlewalls
Source-Specific-Multicast

¢ Puzzle suggested by [2]
« Author [3] suggests use sender capacity to determine the ability to
send packets: Request-To-Send (RTS) servers and Verification

Points (VPs)
¢ Internet Indirection Infrastructure (i3) [4] suggest different change

in Internet architecture by obfuscating the address of server and

has many disposable immediate triggers.

» |ssues and future research
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» Ad-hoc network security issue and price-based
approach

mtran@swin.edu.au http://caia.swin.edu.au CAIA Seminar

15/04/2005

Page 12




Consumption in Ad-hoc network

» Security issues:
 Survivability in military network
e Support Anonymity
» DOS attack

» Adhoc network and price-based approach:

» Motivation: problems of user stimulation of forwarding the
packets due to power, bandwidth constrains

» Malicious nodes
« Different approaches have been proposed
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Security requirement in Ad-hoc networ

» Military and survivability:
» The Three Rs: Resistance, Recognition, and Recovery [8]
e Multimodal operation
» Auto-configuration
* Support Anonymity:
» Anonymous routing protocol [9]: based on onion routing
concept used in wired networks

« DOS attack
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DOS attack in Ad-hoc network

» Damage of successful DOS:
 quantifying resilience in Ad-hoc network [5]
» Simulation models:
¢ Closed-loop attack: Jelly-fish
« Packet misordering
¢ Periodic dropping
« Delay variance
« Open-loop attack: Black-hole
» Relationship of resource controlled by attacker and

performance (goodput and systemwide fairness) impact on
the network
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Security requirement in Ad-hoc networ

» Different types of DOS attack:
» Black-hole attack and TCP compliance attacks
* Rushing attack
* Route-request-flooding attack

* Research on methods against DOS attack:

¢ Passive ACK (PACK) [23], watch-dog mechanism [24],
blacklisting [7]

« Rushing Attack Prevention (RAP) [6]
« Prevent against route-request-flooding attack [7]
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Price-based approach in Ad-hoc netw

* Problem:

Motivate user’s cooperation and eliminate malicious nodes
* Price-based approach
* Research works:

» Virtual money [10]

» Watchdog and pathrater [13]

» CONFIDANT [12]: a neighborhood monitor, a trust
manager, a reputation system, a path manager

* Future research
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« Experiment on spam consumption
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Experiment on spam consumption

* Motivation:

» To study the effect of different email retrieving methods on
spam traffic consumption

» To study the financial implication of spam

* Experimental Testbed:
» Software/tools used:
¢ Courier 0.45.4 PO3/IMAP4 server
¢ Getmail 4.3.6 POP3/IMAP4 mail client
e Ipfw/dummynet
e Tcpdump 6.6.0

* Tcptrace

¢ Author’s traffic plot sofware for tcpdump files
« Matlab6.5
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Experiment on spam consumption

» Testbed setup:

POP3/IMAP4 client
POP3/IMAP4 server

Dummynet pipe

Tep 256 Kbps, 14 ms delay
dump | T

Dummynet pipe
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Experiment on spam consumption

» Testbed setup:

Web mail Swinburne
client (Web web proxy
browser) server
Dummynet pipe
Tep Internet
dump
Dummynet pipe
mtran@swin.edu.au http://caia.swin.edu.au CAIA Seminar

Yahoo Web
server

Hotmail Web
server

15/04/2005 Page 21

Experiment on spam consumption

Comparison of Email Retrieving Models
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Experiment on spam consumption

‘Time to read and delete spam emails’ Comparison
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Experiment on spam consumption

Peak Downstream and Upstream Throughput Comparison
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Experiment on spam consumption

. (Based on Telstra BigPond Residential Plan ADSL 150  0/256 Kbps - $79.95/month
Cost of Spam per month for residential use Monthly allowance (Quota download limit): 500MB
Excess usage charge of $0.15 per Mbyte)
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Experiment on spam consumption

(Based on Optus Business Plan ADSL 1500/256 Kbps - $79.95/month
Cost of Spam per month for business use Monthly allowance (Quota download limit): 5S00MB
Excess usage charge of $0.15 per Mbyte)
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Conclusion

» Review the architecture challenges of IP network,
which allows for a wide range of IP-based services’
incontrollable consumption

» Protect excessive network consumption: cost-based
and resilient protocols, algorithms, techniques

» Challenges of coupling between network resource
consumption and the ability of controlling arbitrary
hosts’ access to the network
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