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Why MPEG-1 Encryption

» Format maturity
» Greater range of existing ciphers

» Requirements remain valid

« We want compatibility with existing streaming
video systems

* Principles are the same

A suitable MPEG-1 cipher can be modified for
MPEG-2 or MPEG-4
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Copyright

 Protects the content owner:

 Dictate how their content may be used

» Need not necessarily be commercial

* GNU License an example of the best known
“free” Copyright protection license

» Important with streaming multimedia

« Higher cost of content generation

» Higher value of content

» Greater potential for commercialisation
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The MPEG-1 Standard

ISO Standard — ISO/IEC 11172-x
Separate Video and Audio Streams

Video

Packetised

FENEFEEE EHENEENN-
Multiplexed into a single System Stream

Similar approach for other encoding

standards
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Video Stream Format

MPEG-1 Video Stream

/ Sequence Layer

|Sequence Header| GOP [GOP P

.
/ Group Of Pictures Layer \
""""""" b i B e |
GOP Header | Picture | Picture | Picture ! Sl gt i Picture
J -
/ Picture Layer \
""""""" b e P i |
| Picture Header | Slice | Slice | Slice ! gt Slice
J .
/Slice Layer \
""""""" b i e e
| Slice Header | Macroblock | Macroblock | Macroblock 1 g i Macroblock 1
J .
KMacroblocKLayer ______________________\
| Macroblock Header | block(0) | block(1) | block(2) | block(3) | block(4) | block(5) | End of Macroblock™ :
/Block Layer \
| Run Length DCT Coefficients
* All Sequence Headers after the first in ** End of Macroblock only included if
an MPEG Video Stream are optional. frame is a D-Picture.

Diagram modified from original in:

Mitchell, J. L., Pennebaker, W. B., Fogg, C. E. and LeGall, D. J., MPEG Video Compression Standard,

CENTREFOR Chapman & Hall ISBN 0-412-08771-5.
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Distributed Streaming Video

Content Server
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Cache/Distributed

Content Owner
Network

ISP/Local
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. Client
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Requirements

|t must be possible to extract the Video and Aud&) ”
Streams from the encrypted bitstream and to
decrypt these streams independently, without
requiring changes to existing streaming server
implementations.

» The encrypted bitstream must have valid MPEG-1
bitstream syntax.

» The streaming server must be able to locate each
GOP in the encrypted bitstream.

» The cipher must be able to resynchronise itself such
that decryption can correctly occur at allowable
indexation points within the Video Stream.
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Requirements

« The Streaming Server must be able to locate each =
Frame within the encrypted bitstream.

» The cipher must be able to resynchronise itself such
that decryption can correctly occur during high-
speed playback modes.
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Other GOPS
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Requirements

« Encrypting the bitstream must not affect tﬁ
maximum number of concurrent streams that
the server can support.

» The cipher module should not form an
explicit part of the decoder.

» The cipher should be secure against attack.
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Existing MPEG-1 Ciphers a‘é(;%

Cipher can be

Encryptea | SCElaDIeto | Nochanges | R | LN | Cipher canbe | cipher can be | BT
bitslre?:n can ERTT fedUifetitc be served in be served in esyrcihions foSVachicle ex‘t)ernall to Ciphelis
Cipher multiple Server " ised during ised during Y secure against
be stored on Inedexed High-Speed " the MPEG-1
concurrent Implementat- Indexed High-Speed attack
server o Playback Playback decoder
streams ion Playback Playback N
modes modes implementa-
tion
IPSec NA 1] 1] N/A NA NA N/A N/A N/A
SSL NA 1] 1] N/A NA N/A N/A N/A N/A
Full Encryption NA 1] 1] N/A NA NA N/A N/A N/A
SECMPEG 0 0 0 0 0 i i i i
Zig-Zag Permutation
Aorithm i i i i i i O i i
Video Encryption
Algorithm o 0 ] ] 0 Unknown Unknown i i
Video Encryption
Algorithm — Number 2 o o o o o o o o U
Frequency Domain
Scrambling Algorithm o 1 o o o Unknown Unknown a a
A Unique Cipher 1} 1} 1} 1} i} 1} i} i} 1}
Multi Layer Encryption ] 1] 1] 1] 1] Unknown Unknown 1] 1]
Selective Macroblock
Encryption 0 0 0 i 0 0 0 i 0
AEGIS 1] 1] 1] 1] 1] Unknown Unknown 1] 1]
SWI N *Unknown — The cipher designers have not specified how synchronisation takes place.
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Conclusions

» No existing ciphers are suitable...

« Where to from here?

A cipher should be developed that meets all of
the listed specifications

» The general ideas should apply to all video
compression formats

» Take into account streaming video server design
and implementation

» Provide a solution to Copyright protection —
remove a potential impediment to widespread
streaming video implementation
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