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Abstract- This paper falls under the MAGIC project which
dealswith mobile wireless networks. As part of the MAGIC
project, we wished to advertise our presenceand demonstrate
the sorts of serviceswirelesstechnologycan provide. Swinburne
University hasaspart of its IT infrastructure awirelessnetwork
covering the Hawthorn Campus. It is worth leveraging this
infrastructure to further the research goals of the group.

To this end, an EPIA mini-ITX PC was configured using
FreeBSD to provide local Intranet servicesto the Swinburne
Wireless|Infrastructure (Swinnef). Swinnet consistsof a number
of AccessPointsdistributed around campus.The 802.11btraffic
is bridged between Access Points through the Swinburne
ethernet backbone on a specific VLAN. To enable the desktop
PC to accesghis traffic, that VLAN traffic was trunked to the
particular wall socket to which the PC is attached. Native
ethernet packets are therefore presented to (or from) the
desktop box so as it appearsto reside on the 802.11bnetwork
ethernet segment.

Keywords- 802.11b, CAIA, FreeBSD, MAGIC, VIA EPIA
mini-1 TX, Wireless Network.

|. INTRODUCTION.

This technical report outlines an experiment
conductedat CAIA to evaluateproviding localisedIP
servicesusing the Wirelessinfrastructureat Swinburne.
This falls under the auspicesof the MAGIC project
(Mobile  Applications and Global Internet
Communications)[1].

Thewirelessinfrastructureat Swinburneconsistof a
number of wireless Access Points connectedto the
SwinburnelITS switched backbone.Authenticationis
provided by IPSec (Cisco's windows-based VPN
solution) and WEP is not implemented. The 802.11b
traffic is bridgedbetweenAPs over the 802.3 ethernet
usingthe university backbonenetwork on a single vlian
(802.1Q tagged frames).

Since the traffic intendedfor the insecurewireless
networkis availableto the entire Swinburnebackbone,
any box appropriatelyconfiguredand connectedo that
specific internal vlan appearsavailableto the wireless
ethernet segment. One can therefore leverage the
wireless infrastructureto provide additional IP-based
services,in parallelwith regularaccesgo Swinburne's
network. The intent was to provide a few intranet
servicesas a demonstrationof the possibilities and
promote thecenter'sesearch capabilities.

A single PC was configured with 4 virtual hosts, each
with a different (aliased)IP address. Eachvirtual host
(referred to as jail hosts for the rest of this paper)
containedoneof; a dnsserverfor our own unofficial top
level domain (TLD), wireless.caia;an ftp server
providing accesgo FreeBSDinstall disksand CDROM
iIso images;a website (a simple copy of the official
CAIA MAGIC homepagepnda gameserverrunninga
halflife gameenvironment. The traffic for these4 sites
was trunked over Swinburne's network and made
availableon the wireless network (i.e. the traffic was
bridged such that it was on the same ethernet segment).

The dns server runs bi nd and defines our own
private top level domain, “.caia”, of which
“wireless.caia” is the only existing network.

The webserverruns apachel.3 and a simplified
version of the official project webpage[1].

The ftp server allows anonymousftp accessto
FreeBSDA4.x iso imagesand the full FreeBSDA4.x file
system.

The gameserveris running hl ds, the half life
dedicated server for Linux.

The operating system used was FreeBSD[2]A
number of FreeBSD utilities are used to enable this
project, including jail, vlan, ipfw and
dummynet .

e jail

A FreeBSD kernel utility which imprisons a

process and all it's descendants.

e ipfw
A kernel implemented IP packet firewall.
e dumynet

An add-onto i pf wthatallowstraffic specifiedby
i pf wrulesto be pipedto a rulesetthat specifies
traffic shaping parameters.

vl an
IEEE 802.1Q VLAN network interface.

j ai | allowsvirtualisationof thekernelfunctionality.
This is often usedas a security feature,where a jailed
virtual host is provided within which to run network
servicessuchasftp, webserversgtc. Dueto restrictions
in the kernel function calls imposedon the virtualise
hostby the kernel, compromisingthe root login on the
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jailed host does not immediately compromise the entire
system.

Within CAIA, jail has been used to provide
multiple instances of FreeBSD to students, allowing
them to get hands on experience of system
administration[3]. Root (system administration) access
to multiple instances of FreeBSD can be provided on
relatively few machines and “destroying” a given host is
no worse (with the exception of bruised egos) than
getting a host administrator to reset (tear down and
reinstall) a particular host.

In the current project jail is used to implement
virtual hosts that themselves supported a range of
additional networked services.

Virtual Wireless LAN

Jailed Hosts: 192, | 68.200.0/24

OMS aGs WS FTF

CAlA Host: 136.186.229.50

SWINBURNE NETWORK
Switch Fabric
Trunking Multiple VL ANs
VLAN 17 =
VLAN 26
VLAN 239
VLAN 229
VLAN49 =

Authentication

WIRELESS ACCESS POINTS

Figure 1: Conceptual Trunking Layout for CAIAs
attatchment to Swinburne's Wireless Service
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i pfw and dummynet are used to allow traffic
shaping (bandwidth limiting) of the traffic to and from
the ftp and gameserver hosts.

vl an enables 802.1Q virtual interfaces over aregular
physical ethernet interface, in this case allowing us to
access Swinburne's wireless and wired networks
separately from the same host.

Il. Quick GUIDE FOR THE LAZY AND IMPATIENT.

To connect to the private network (our “fake” top
level domain, “.cai@’) and use the available services, one
needs the following.

An 802.11b wireless device within range of the
Swinburne's WiFi network.

802.11b (WiFi) settings; SSID = swinnet, channel 6
DNS = 192.168.200.254

default gateway = 192.168.200.33

IP address = 192.168.200.100-199/24

Ping your chosen address to check for duplicates as
DHCP has not been implemented for this experiment.

Use a web browser to look at
webserver.wireless.caia, ftp can be accessed on
ftp.wireless.caia and the halflife gameserver can be
accessed on gswireless.caia.  Note that this is our
private domain structure and is only accessible via
Swinburne's wireless network and is not accessible via
the public internet.

I11.HARDWARE.
The system consist of;

- VIA EPIA 533MHz mini-ITX motherboard[4] fitted
with one 256MB SDRAM DIMM.

+ 80 GB HDD Seagate Barracuda 7200.7 ST380011A
[5].
» Intel-based PCI LAN card.

A. Hardware Specifics.

The VIA EPIA motherboard is an ATA PSU
compliant motherboard based on the Embedded VIA
Eden ESP 5000 processor. It uses the VIA VT8231
South bridge chip and the VIA Apollo PLE133 North
bridge chip. It has a number of the standard all-in-one on
board integrated peripherals: Trident Blade 3D graphics,
10/100 ethernet (VT6103), sound (VT1612A AC97
Codec), dual USB, serial, paradlel, PS2 mouse and
keyboard, a single PCI dot, 2 IDE Ports (ATA100) and
2 PC66/100/133 SDRAM DIMM dlots (up to 1GB). In
addition, it has S-video and RCA or S/P DIF TV/video
out ports(VT1621, supporting 640x480, 800x600, PAL,
NTSC). Its low power consumption (47W max, 60W
peak) means it requires no fan for cooling, making it
very quiet.

The Seagate Barracuda 7200.7 80GB HDD
(ST380011A) is use on the system. |t operates at 7200
rom and is capable of peak data transfer rates of
100MBps using UDMA mode 5.
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C. Security

No packet forwarding is alowed between the
Swinburne wireless network and the Swinburne interna
wired network.

Security is achieved by the following methods
« Network routing on the host is not activated
« Jailed hosts are used to isolate the on line services

« Access to the primary host is only via ssh or
physically viathe console.

Since packet forwarding by the primary host host is
deactivated, routing cannot occur. Thei pf wfirewall is
used in conjunction with dummynet, to provide
network traffic shaping, impose a bandwidth limit on
specific hosted services.

From within Swinburne, access to the primary host is
via ssh only and access to the jailed hosts is via ssh
from the primary host, a two step process. Both
activities require access to a non-root account on the
respective host machine. Access from the Swinburne
wireless network is only permitted to the services
running on the jailed hosts. Breaking the security of the

Figure 2: Swinburne Hawthorn Campus Wireless Coverage jail, including gaining root access on the jailed host,

The file structure of the HDD is as follows. The
HDD isformatted into 3 slices. Thefirst sliceis 5GB at
the start of the disk. This is currently empty and is to
allow for the installation of other operating systems if
required in future. The second dlice is 10 GB and
contains the FreeBSD primary host installation. The
third slice uses the remainer of the disk and is broken
into 10GB partitions to accommodate the jails.

The LAN adapter is manufactured by Kelex (K668
MP721502-006) based on the Intel 182559 chip set[6]
and supported using the fxp driver[7][8]. This was used
in preference to the on board VIA chip set because the
VIA ethernet port (vrO) has problems with vlan tagged
packets. 802.1Q vlan tagged packets require an
additional 4 bytes, which the VIA ethernet card does not
seem to be able to handle correctly.

IV . TrunkiNng WIRELESS SERVICES

A. Swinburne's Wireless Network Layout

Details on Swinburne's wireless roll out can be found
on the Swinburne ITS web page[9]. Figure 2 shows the
wireless coverage of the various APs around the
campus[10]. This is expected to expand to cover the
entire University in the future.

B. CAIA Connection Configuration.

Figure 1 shows the connection of the PC to the
Swinburne backbone network. A specific wall socket
was configured so that packets for the wireless network
(VLAN 49 in Figure 1) were delivered directly to and
from that port as native 802.3 ethernet packets. Packets
for the wired Swinburne network are forwarded to the
same port, but as 802.1Q frames tagged for VLAN 229
(Figure 1).
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would not result in compromising the accounts on the
primary host.

The security of this local private network is
reasonable and does not represent a back door into
Swinburne's wired network.

D. Configuration - Jails.

A number of jailed hosts were set up using an in
house tool set, known as the jail host toolkit (j ht)[3].
The j ht assists in the configuration and administration
of jailed hosts.

Below are listed the system configuration changes
performed by j ht to set up the jailed hosts.

« For each virtual host to be mounted on the primary
host file system, asingle partition is required.

j ht will copy the primary host configuration to the
empty partition and mount it at the appropriate point
in the primary hosts file system, specificaly
/home/ <jail |IP address>/

« The jht can use the host name to mount the
associated |P address attachment point. In this case
access to a DNS or the correct entires in
/ etc/ host s isrequired.

« Thejht configures the specified interface with the
appropriate IP address alias.

ssh is used to connect to the virtual host. As ssh
will generally not allow direct root logins, the jailed host
must have anon-root user available, with membership of
the wheel group to allow the user to su to root.

The IP address range selected for the publicly
available jailed Internet services on the wireless ethernet
segment is the private address space 192.168.200.0/24.
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Figure 3: Jailed Host Configuration.

E. Configuration - Primary Host.

The primary host has a separateidentity in the
university'slP addressspace.This is implementedas a
vlan on an appropriateinterface(VLAN 229 in Figure
1). The securityconsideration®f this arrangemenhave
alreadybeendiscussedThe primary host can only be
accessedy direct consolelogon to the host machine
from the university side or by ssh via t8AIA network.
The wirelessside of the connectionscan only seethe
jailed hosts. To totally isolate the primary host, one
could disablessh accesdo it, henceallowing physical
console access as the only method of access.

For easeof implementation,a custom kernel was
created. This enabledi pfw, dummynet and vl an
functionality to be installed in one process. i pfw,
dummynet andvl an canall beimplementedatruntime
by a number of methods, e.g. using key words in
/etc/rc.conf, loading kernel modules using
kl dl oad, running  boot-time  scripts  from
/usr/local/etc/rc.d/ or customcompiling a new
kernel. Most of the associatedsettingsand keywords
usedin thekernelor boottime configurationdiles have
equivalentsat run time, with a few exceptionswith
respectto i pfwe — the IPv6 equivalent of i pfw.
Initially, ipv6 will not be needed,but future use is
plannedso the selectedmethod for installing i pfw,
dummynet andvl an were compiledinto a new kernel.
The details of customisingthe kernel are beyondthe
scope of this paper but several good resourcesare
available[2].

The primary hostneedsto be configuredso that the

This meanghatboot orderof the jails is important—
the dns serverneedsto boot completelyfirst beforethe
otherjails canboot. Thej ht canbe configuredsothat
the jail boot order is specified.If a dns serveris not
required, the dns entries can all be specified in
/etc/hosts. The /etc/hosts file contains the
following entriesasa minimumrequiremento allow the
boot scripts to find the dns server address.

127.0.0.1
| ocal host.w rel ess. cai a
| ocal host

192. 168. 200. 254
dns.wi rel ess. cai a
dns

136. 186. 229. 16
cai a. swi n. edu. au

F. Ethernet Interface Configuration.

Thej ht will correctly configurethe aliaseson the
ethernetinterface. After installing the jails, i f confi g
on the host box has the following settings.

f xpO:
fl ags=8843<UP, BROADCAST, RUNNI NG
S| MPLEX, MULTI CAST> ntu 1500
i net 192.168. 200. 254
net mask Oxffffffff
br oadcast 192. 168. 200. 254
i net 192.168. 200. 32
net mask Oxffffffff
br oadcast 192. 168. 200. 32
i net 192.168. 200. 34
net mask Oxffffffff
br oadcast 192. 168. 200. 34
i net 192.168. 200. 33
net mask Oxffffffff
br oadcast 192. 168. 200. 33
00: 02: b3: Oa: bO: 1f
Et her net aut osel ect
(100baseTX <ful | - dupl ex>)
status: active

To allow accesgo the Swinburnenetworkservicesa
vlan interface is created.

vl an0: fl ags=8843<UP, BROADCAST, RUNNI NG,

SI MPLEX, MULTI CAST> ntu 1500

i net 136.186.229. 50
net mask Oxffffff0O0
br oadcast 136. 186. 229. 255

et her 00: 02: b3: Oa: b0: 1f

vl an: 4

par ent f xp0

This is set using a line inserted irtet ¢/ r c. conf .

i fconfig_vlanO="create
i net 136.186.229.50
net mask 255. 255.255.0
vlan 4 vl andev fxp0"

et her
nmedi a:

i nterface:

jailed services will come up on boot. This is achieved as Thisis shownschematicallyn Figure3. Eachjailed

part of the j ht configuration,with the exceptionthat
j ht usesthe dnslookupto determinethe namesand IP
addresseso identify the jails. Sinceit doesnot know
the dns entries for the jails before the dns serveris
booted the entryfor the dnsserverat leastmustexistin
the primary hosts/ et ¢/ host s file, which by defaultis
checked before the dns server daemon, named.
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host,representing separatevirtual host,hasit's own IP
addresswhich is a single alias of the primary physical
ethernetnterface. The ethernetconnectionis to alocal
Swinburneswitch, which is configuredto provide vlan
49 traffic as 802.3 ethernet frames and all other
availabletraffic as 802.1Qtaggedvlan frames. Access
to VLAN 229 (seeFigure 1) is via the virtual device
vl an0.
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G. Services Provided

Four services were provided, DNS (dns.wireless.caia,
192.168.200.254), an apache server
(webserver.wireless.caig, 192.168.200.32) , an ftp server
(ftp.wireless.caia, 192.168.200.33) and a hdlflife
gameserver (gameserver.wireless.caia, 192.168.200.34).

DNS

The dns server runs the BIND daemon name service,
{usr/sbin/named. The DNS configuration file
(/ etc/ namedb/ s/ db. wirel ess.caia) has the
following entries.

@ 864000 I N SOA dns.wirel ess. cai a.
root.wrel ess. cai a.
(200103021 10800 3600 604800 86400 )
@ IN A 192.168.200. 254
@ IN NS dns.wirel ess. cai a.
wi rel ess. cai a.

IN NS dns. wirel ess. cai a
| ocal host . wirel ess. cai a.
IN A 127.0.0.1

host. wi rel ess. cai a.
192. 168. 200. 31
webserver. w rel ess. cai a.

IN A 192. 168. 200. 32
ftp.wrel ess. cai a.
IN A 192. 168. 200. 33

ganeserver. wrel ess. cai a.
IN A 192. 168. 200. 34
dns. wirel ess. cai a.
IN A 192. 168. 200. 254
Ws. Wi r el ess. cai a.
I N CNAME webserver. wirel ess. cai a.
gs. wirel ess. cai a.
I N CNAME ganeserver.w rel ess. cai a.

and the reverse DNS configuration file
(/ et ¢/ namedb/ s/ db. 200. 168. 192. i n-
addr . ar pa) hasthe following settings.

$TTL 604800
200. 168. 192. i n- addr . ar pa.
dns. wirel ess. cai a
root.wrel ess. cai a.
(200103021 10800 3600 604800 86400)
; Name servers
200. 168. 192. i n- addr . ar pa.
IN NS dns. w rel ess. cai a.
; Rever se nane | ookups
31.200. 168. 192. i n- addr . ar pa.
IN PTR host.w rel ess. cai a.
32.200. 168. 192. i n- addr . ar pa.
I N PTR webserver.wi rel ess. cai a.
33. 200. 168. 192. i n- addr . ar pa.
IN PTR ftp.wrel ess. cai a.
34.200. 168. 192. i n- addr . ar pa.
IN PTR
gameserver.w rel ess. cai a.
254.200. 168. 192. i n- addr . ar pa.
IN PTR dns. wirel ess. cai a.

We have thus created a private domain name web
space based on the private address range 192.168.200.0
—254. and the top level domain wireless.caia.

FTP

The ftp server runs ft pd. Available for download
are the FreeBSD CD iso images and the contents of
those iso images.

The ftp server is configured as an anonymous server
for download and does not accept uploadg[11]. It is

IN SCA
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bandwidth limited to 1 Mbps via the host interface using
dummynet .

Web Server

Apache 1.3[12] was implemented on the virtual host
webserver.wireless.caia (192.168.200.32). Since this is
essentially for demonstration purposes, it is serving as a
mirror for CAIA MAGIC home page.

Game Server

The game  server  host, gs.wireless.caia
(192.168.200.34), is running a HalfLife[13] server
(hl ds - Half-Life Dedicated Server[14]). This is a
Linux[15] binary running on a FreeBSD virtual host.
Some specific configuration issues, beyond the current
discussion, is need for this binary to run. This server is
bandwidth limited to 500 kbps.

Firewall Configuration — Primary Host
A firewall (i pfw) is utilised on the primary host to
minimise security problems.

A number of articles dealing with configuring a
firewall are available on ling[16]. The following set of
ipfw rules were developed on the basis of that guide.

To enable the firewall, the following lines are added
to/etc/rc. conf.

firewal |l enabl e="YES"
firewall _type="/etc/ipfwrules"

The file /etc/ipfw. rul es is a user-created file
which contains the firewall rules. The contents of
Jetcl/ipfw rules is listed below, with comments
stripped out for berevity.

-f flush
pi pe 1 config bw 1000Kbit/s
pi pe 2 config bw 1000Kbit/s
add 100 all ow all

fromany to any via | o0
add 1000 pipe 1 tcp

from 192. 168. 200. 33

to 192. 168. 200. 0/ 24 est abl i shed
add 1100 allow tcp

from 192. 168. 200. 0/ 24

to 192. 168. 200. 0/ 24 est abl i shed
add 2000 deny tcp

from 192. 168. 200. 0/ 24

to 192.168.200.1 22 setup
add 2100 allow tcp

from 192. 168. 200. 0/ 24

to 192.168. 200. 0/ 24 22 setup
add 2200 pipe 1 tcp

from 192. 168. 200. 0/ 24

to 192.168. 200. 33 21 setup
add 2300 allow tcp

from 192. 168. 200. 0/ 24

to 192.168. 200. 32 80 setup
add 3000 deny icnp

from 192. 168. 200. 0/ 24

to 192.168. 200.1
add 3100 allow icnp

from 192. 168. 200. 0/ 24

to 192. 168. 200. 0/ 24
add 4000 deny udp

fromnot 136.186.229.0/24

to not 136.186.229.50

6000- 6063, 111, 514
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add 4100 deny udp
fromnot 136.186.229.0/24
6000- 6063, 111, 514
to not 136.186.229.50
add 4200 pipe 2 udp
from 192. 168. 200. 0/ 24
to 192.168. 200. 34
add 4300 pipe 2 udp
from 192. 168. 200. 0/ 24
to 192.168. 200. 34
add 4400 al | ow udp
from 192. 168. 200. 0/ 24
to 192.168. 200. 254 53
add 4500 al | ow udp
from 192. 168. 200. 254 53
to 192.168. 200. 0/ 24
add 10000 allow tcp
from 136. 186. 229. 0/ 24
to 136.186.229. 0/ 24 established
add 11000 allow tcp
from 136. 186. 229. 0/ 24
to 136.186.229.0/24 22 setup
add 12000 al |l ow udp
from 136. 186. 229. 0/ 24
to 136.186.229.0/ 24
add 13000 allow tcp
from 136. 186. 229. 0/ 24
to 136.186.229.0/24 2049
add 13100 allow tcp
from 136. 186. 229. 0/ 24 2049
to 136.186.229.0/ 24
add 14000 allow icnp
from 136. 186. 229. 0/ 24
to 136.186.229.0/ 24

Initialisation

The default behaviour is to deny-all, so the final ipfw
rule, 65535, is automatically set to deny ip from any to
any. Any traffic not matching the preceeding rules (as
specified above) will be discarded. The rules are
initially flushed to clear any pre-existing settings.

Two pipes are established to allow traffic shaping.
The traffic transferred to these pipes is bandwidth
limited to IMbps.

Rule 100 allows local loopback operations. In
general, rules from 1,000 up to 9,999 dea with
connections from the wireless network —wireless.caia or
192.168.200.0/24 - and rules from 10,000 to 19,999 deal
with the wired network — caaswin.eduau or
136.186.229.0/24.

Wireless Network — 192.168.200.0/24 (wireless.caia)

Rule 1,000 and 1,100 allows established tcp
connections. Rule 1,000 separates traffic (e.g. using
dummynet) originating from the ftp server
(192.168.200.33) into pipe 1 so that a 1M bps bandwidth
limit applies on the ftp server traffic. Rule 1,100 enables
al other established tcp sessions on the wireless
network.

Rule 2,000 prevents ssh access (port 22) to the host
machine from the wireless network. Rules 2,100, 2,200
and 2,300 alow gpecific tcp connections to be
established. Any ssh session (port 22) on the wireless
network (excluded rule 2,000 matches), ftp (port 21) to
ftp.wireless.caia (via pipe 1) and http (port 80) to
webserver.wireless.caia, respectively, are permitted.
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Rules 3,000 and 3,100 allow icmp traffic to permit
ping on the wireless network, with the exception of the
primary host.

Known potentially vulnerable udp ports are; udp port
111 isthe sunrpc portmapper; udp port 514 is syslog and
udp port 6000 — 60063 is the x11 server. These should
be blocked (rules 4,000 and 4,100) before allowing udp
traffic related to the game server (rules 4,200 and
4,300). The only exception to this is udp traffic on the
wired network (136.186.229.0/24) destined for the
primary host, wlanl.caia.swin.edu.au (136.186.229.50).

The gameserver traffic goes through pipe 2 to
bandwidth limit the traffic to 1M bps.

Rules 4,400 and 4,500 allow dns (port 53) traffic to
reach and leave the dns server.

Wired Network — 136.186.229.0/24 (caia.swin.edu.au)

Similar to the wireless network, established tcp
sessions are alowed, by rule 10,000, on the wired
network. ssh setup isallowed by rule 11,000.

There are several services on the wired network that
use udp. Rule 12000 alows udp traffic for all of
caia.swin.edu.au.

Nfs services (rule 13,000 and 13,100) and ping (rule
14,000) are required as part of the configuration of the
jails on the wired network, during both setup and
booting.

V.ConcLusions

The purpose of this exercise was to demonstrate the
capacity of FreeBSD-based PCs to leverage the
Swinburne wireless infrastructure and extend the types
of services available over Wireless. The exercise itself
was relatively straight forward and easy to accomplish.
Security issues were deat with using physical
disconnection andi pf wfirewall.

The experimental P services can be accessed from
anywhere Swinburne's Wireless Network on the
Hawthorn Campus can be detected (with sufficient
strength to connect). This does not allow access to
Swinburne's internal network and one cannot access
these services from Swinburne'sinterna network.

The method of accessing the services are as follows.
1) Set your 802.11b wireless settings to;

1. SSID ="swinnet” (without quotes)

2. Channel =6

(alternatively use a wireless discovery
program, such as  kismet[17] or
netstumbler[18] to determine the correct
settings)
2) Set your network settings to;

1. Proxy — Direct connection to network (no
proxy)

2. DNS=192.168.200.254

3. Default Gateway = 192.168.200.33
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4. |IP Address = 192.168.200.100-199 (be aware
that since we are not running dhcp, there is a

(7

chance that duplicate | P addresses may occur.) (8]
With these settings one should be able to see the
webpage at http://webserver.wireless.caia, browse the
ftp files at ftp://ftp.wireless.caia and connect to the [9
halflife game server at gameserver.wireless.caia. (101
Enjoy
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