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Abstract

This contribution gives an overviev of applicationsre-
quiring detailedflow-basedraffic measuementswithin IP
routers or probes.Fromthe applications,requirementgor
thesemeasuementsare derivedand compaedto the capa-
bilities of existing technolagies. Finally, current activities
atthelETF on standadizingthe export of flow information
outof routers to datacollectors are summarized.

1. Intr oduction

With the steadygrowth of the Internetandwith voice over
IP services,the needto conductdetailed measurements
of IP traffic flows increasedor several reasonsncluding
chaging andtraffic engineeringssues.But sofar thereis
no commonlyacceptedstandardtechnologymatchingthe
requirementsor traffic flow measurement#\ standardized
MIB moduleby the IETF called Meter MIB [1] lacksac-
ceptancen industry Currently thedominatingtechnology
is NetFlow [4] from Cisco. However, several manufctur
ersrecentlydevelopedcompetingechnologie$2, 5, 7], and
the IETF hasstartedagainworking in this area[6].

2. Applications requiring flow measuements

Four applicationareasrequiringtraffic flow measurements
arediscussedbelown. Out of thesewe considemusage-based
accountingo bethe maindriverfor currenttechnologyde-
velopments. Furtherapplicationareasnot discussechere
includetraffic profiling andnetwork surwillance.

Usage-basedccounting senesasinputto chagingand
billing for IP services. Several new businessmodelsfor
sellingIP serviceandIP-basedservicesarecurrentlyunder
investigation Accountingfor thesemodelscanbebasedn
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time or volume,andit canbe performedperusergroup,per
user individually perhigh-level service por evenpercontent
type delivered. For advancedfuture services,accounting
mayalsobeperformedperclassof service perapplications,
pertime of day, perused(label switched)path,etc. Conse-
qguently flexible andfine-grainedraffic flow measurement
systemsarerequiredto satisfytheupcomingneeds.

Traffic engineering (TE) aims at optimization of net-
work resourceutilization and traffic performance. Traf-
fic measurementsene asinputto TE. Requiredmeasure-
mentsincludelink utilization, load betweerparticularnet-
work nodes,andnumber sizeandentry/eit pointsof cur-
rentactive flows. On congestedinks, detailedinformation
onwhichtraffic contributesto the congestions required.

QoS monitoring  is the non-intrusie (passve) measure-
ment of quality parameterdor single flows or traffic ag-
gregates.e.g. for validatingof QoS parametersiegotiated
in a servicelevel agreemen(SLA). QoS monitoring often
needghecorrelationof datafrom multiple measuremerib-
stancese.g. for measuringone-way metrics. This requires
properclock synchronizatiorof theinvolvedmeasuringle-
vices.

Attack/intrusion detection. Capturingof flow informa-
tion plays animportantrole in network security both for
detectionof securityviolation andfor subsequentlefence.
Flow analysisis usedfor gatheringinformation aboutthe
attacking flows or acts of intrusion. Consequently at-
tack/intrusiondetectionrequiresmeansfor detailed flow
measuremerdndanalysis.

3. Requirements

From the applicationslisted abose we derived a setof re-
guirementsconcerningdistinguishingflows, the metering



process,and the datatransferfrom measuringdevicesto
datacollectors.A detaileddescriptiorof theserequirements
is givenin [6]. For distinguishingflows we usethefollow-
ing definition of thetermflow.

A flow is a setof pacletspassingan obsenation
pointin thenetwork duringacertaintime interval.
All pacletsbelongingto a particularflow have a
setof commonpropertiesderived from the data
containedn thepacletandfrom the paclettreat-
mentat the obsenationpoint.

The obsenation point may be a network interfaceof a de-
vice, a probe,or an entirerouter Propertiesderived from
paclettreatmenincludefor exampletheinterfaceat which
theflow arrived.

The definition coversthe rangefrom a flow containing
all packetsobsened at a network interfaceto a flow con-
sistingof justasinglepacketwith aspecificsequence@um-
ber Pleasenotethat the definition doesnot matcha gen-
eral application-leel end-to-endstream becausaet is only
basedn observinga singlepointin the network.

As propertiesfor distinguishingflows, we considerthe
five-tuple of sourceand destinationIP and tranport ad-
dressesand the transporttype to be essentialas well as
theincomingor outgoinginterfacewherethe flow wasob-
sened. In presenceof MPLS or DifferentiatedServices,
alsothe MPLS label (seeRFC3031)andthe DiffServcode
point (seeRFC2474)areessential.

Requirements$or the meteringprocessconcernreliabil-
ity of measurementimestampsndtimeouts.Timestamps
arerequiredfor correlatingmeasurementst differentpoints
in a network andfor time-basedaccounting.Finally, time-
outsshouldhelpto closeaccountswhena connectionvas
terminatedr is unusedor sometime.

Requirementdor the datatransferfrom measuringde-
vicesto datacollectorsincludereliability again,but alsose-
curity issuedncluding confidentiality integrity andauthen-
ticity. As basicreportingmode,pushmode(initiated by the
measuringlevice) is to be preferredto pull mode(initiated
by the datacollector). A requiremento thethe datamodel
usedfor thetransferis opennes$o future extensions.

4. Technologies

The following technologiesare currentlycompetingin the
areaof IP traffic flow measurements:

The Meter MIB [1] standardizedby the IETF is a MIB
module intergratedinto the Internet SNMP management
frameawork. It meetsalmostall requirementgxceptthatit
operatesn pull mode. Its furtherdravbacksarehigh com-
plexity andperformancdimitations, becausef thatits ac-
ceptancat hardwaremanufcturerds very limited.

Cisco NetFlow [4] is a featureavailable on almostall

Ciscorouterswhich almostmakesit the de-factostandard.
It conductsperflow measurementand meetsmostof the

listed requirements.However, it lacks scalability and ex-

tensibility. Therefore,Cisco hasstartedto develop a new

versionthatmatchegherequirementsnuchbetter

Diameter [3] is a protocolunderstandardidzatioby the
IETF for purposesf authenticationauthorizationandac-
counting.lt is reliableandveryflexible concerninghedata
format. However, theimplementatioris rathercomplex and
it generatea largecommunicatioroverhead.

LFAP [2] and the CRANE protocol [7] canbe seenas
compromizesbetweenNetFlov and Diameter They are
sufficiently reliableandflexible, but their overheads much
smallerthanDiameters one.

sFlow [5] differs from the othermentionedtechnologies
by focussingraffic measuremertiasedn pacletsampling.

Thereforeits accurag is muchlower andthe rangeof ap-

plicationsis morerestricted.

5. Standardization

In October2001the IETF chartereda new working group

on InternetProtocolFlow InformationeXport(IPFIX). The

tasksof the working group include developing a require-

mentsspecificationof a protocol for exporting measured
traffic flow datafrom a measuringdevice to a datacollec-

tor [6], designingan architecturefor traffic flow measure-
ments defininga datamodelfor this purposeandselecting
(or defining)a suitedtransportprotocol.
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