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Abstract

Communication is not necessarily made secure by the usecofion alone. The mere existence of com-
munication is often enough to raise suspicion and triggezstigative actions. Covert channels aim to hide the
very existence of the communication. The huge amount of aladavast number of different protocols in the In-
ternet makes it ideal as a high-bandwidth vehicle for covemimunications. Covert channels are hidden inside
pre-existing overt communication by encoding additiorghantics onto ‘normal’ behaviours of the overt chan-
nels. We have developed CCHEF — a flexible and extensiblevacgtframework for evaluating covert channels
in network protocols. The framework is able to establishetbehannels across real networks using real overt
traffic, but can also emulate covert channels based on gedfittpreviously collected in trace files. In this paper
we describe how to use CCHEF.

1 Introduction

Often it is thought that the use of encryption is sufficiensézure communication. However, encryption only
prevents unauthorised parties from decoding the commtimicaln many cases the simple existence of com-
munication or changes in communication patterns, such ascagased message frequency, are enough to raise
suspicion and reveal the onset of events.

Covert channels aim to hide the very existence of the comeation. They hide within pre-existing (overt)
communications channels by encoding additional semaatitts ‘normal’ behaviours of the overt channels. The
huge amount of data and vast number of different protocothéninternet makes it ideal as a high-bandwidth
vehicle for covert communications [1]. The capacity of abebannels in computer networks has greatly increased
because of new high-speed network technologies, and émnid ts likely to continue.

Covert channels are primarily used to circumvent existirfgrimation security policies, to exfiltrate informa-
tion from an organisation or country in a manner that doesaisé suspicions of the network owners or operators.
Although network covert channels may not be used frequéodsty, because of increased measures against ‘open
channels’, such as the free transfer of memory sticks in attdborganisations, the use of covert channels in
computer networks will increase in the near future.

We have developed a software framework to evaluate covanretls in network protocols called Covert Chan-
nels Evaluation Framework (CCHEF). The main goals of CCHEeR@evaluate the capacity, security and robust-
ness of network covert channels. Since CCHEF creates rletwavert channels, it does also provide the traffic
data for evaluating countermeasures against network toliannels — mechanisms for their elimination, capac-
ity limitation or detection. Furthermore, CCHEF should lideato create traffic for testing existing firewalls or
intrusion detection software.

CCHEF can be used in real networks with real overt traffic,daut also emulate covert channels using overt
traffic from trace files. Usually testing with real traffic isstricted to controlled testbeds where it is almost
impossible to generate a realistic traffic mix from a largember of hosts. Therefore, CCHEF also runs on single
hosts emulating covert channels based on overt traffic fracetfiles. CCHEF supports both covert channels
hidden in data fields (storage channels) and the timing dégtagtiming channels).

The architecture of CCHEF is very flexible and extensiblewNevert channels modules can be added without
the need to modify the framework itself. Furthermore, nevehagisms for covert channel security (authentication,
encryption), framing and (reliable) transport can easéyadded to CCHEF. The design and implementation of
CCHEEF is described in [2]. This document describes how t@mihsise and extend CCHEF.

Section2 describes how to install CCHEF. Secti8rprovides an overview of how CCHEF is configured to
perform different tasks. Sectighdescribes all the modules implemented and their configuragptions. Section
5 gives some examples on how to use CCHEF with the example cwafign files included in the distribution.
Section6 describes how CCHEF can be further extended with new modules
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Installation

Download the CCHEF distribution and unpack it. Inside them@CHEF directory you will find the following

directories.
config files for autoconf
di st files to create an RPM package
doc docunent ation
etc exanpl e configuration files
src/ cchef source code of CCHEF
src/ conpare source code of conpare
src/lib general code
src/ nodul es source code of covert channel encoding/decodi ng nodul es

Install all the libraries CCHEF needs:

libxml2 (http://xmlsoft.org)

libpcap (http://www.tcpdump.org)

libtrace (http://http://research.wand.net.nz/sofeiistrace.php)

libnfnetlink (http://www.netfilter.org/projects/libnktlink/index.html)

libnetfilter _queue (http://www.netfilter.org/projedishetfilter queue/index.html)
GNU Scientific Library (http://www.gnu.org/software/gsl

Reed Solomon Library (http://www.ka9q.net/code/fec/)

Thelibtrace or libpcaplibrary is required for trace file support (libtrace is reaoended). Thédibnfnetlinkand
libnetfilter libraries are required for real network support (packegriception and re-injection). Thgsl library is
required for the TTLRandom noise module (see Secti@?). The Reed Solomon library is required for optional
Forward Error Correction (FEC) in ti@mpletransport module (see Sectidr6.1).

Then install CCHEF in three simple steps. (You probably rtedsk root when doing the last command.)

.lconfigure
make
meke install

For more information see the INSTALL file in the root diregtor

3 Configuration

A XML configuration file controls the behaviour of CCHEF. Thandiguration file is divided into several parts:

The main section defines general settings e.g. the name lafglide and how detailed the logging is.
Module specifications define the modulation modules.

Device specifications define the input/output devices.

Encryption specifications define encryption/decryptiahtéques used for the covert data.

The packet selection specifications define what packetssagtto embed covert information.

Framer specifications define how covert data is split intm&saand how frames are decoded at the receiver.
Transport specifications define how covert data is transgaiy. error detection and recovery.

Noise specifications define if and how noise is simulated.

Finally, the covert channel is defined by specifying the desifor the input and output of covert data, the
source of overt packets used as cover, and the encrypt#nirfg, transport, packet selection modules used.



In each part configuration information is specified as pefees (PREFs). Preferences have a name, a value and
(optionally) a type specification. The following is an exdenfor a preference:

| <PREF NAME="Verboselevel " TYPE="Ul nt 8" >4</ PREF> |

Tablel shows the existing data types. The type is an optional at&ifused for checking the values of preferences).
If no type is specified, the default type of string is assumed.

Table 1: Existing data types for configuration preferences
| Type | Explanation |
UInt8 | 8 bit unsigned integer
Sint8 8 bit signed integer
UIntl6 | 16 bit unsigned integer
SInt16 | 16 bit signed integer
UInt32 | 32 bit unsigned integer
SInt32 | 32 bit signed integer
UiInt64 | 64 bit unsigned integer
Sint64 | 64 bit signed integer
Float Single precision floating point
Double | Double precision floating point
Bool Boolean (yes or no)

String | Character string
IPAddr | IPv4 address in dotted decimal notation or
domain name

The following shows a configuration file with only the main fpaind the covert channel definition. The other
parts of the configuration are explained later.

<?xm version="1.0" encodi ng="UTF-8"?>

<I DOCTYPE CONFI G SYSTEM "confi g. dtd">

<CONFI &

<MAI N>
<l-- general settings -->
<PREF NAME="Verboselevel " TYPE="Ul nt 8" >4</ PREF>
<PREF NAME="LogFil e">/ honme/ szander/src/cchef/install/var/log/cchef.|og</PREF>

</ MAI N>

<I-- nodul ation nodul es -->

<I-- devices -->

<l-- encryption -->

<l-- packet selection -->

<l-- franming -->

<I-- transport -->

<l-- noise simulation -->

<l-- covert channel -->

<CHANNEL NAME="channel 1">
<PREF NAME="Covert | n">I nFi | e</ PREF>
<PREF NAME="Covert Qut">Qut Fi | e</ PREF>
<PREF NAME="Cover">NFQueue</ PREF>
<PREF NAME="Packet Sel ecti on">Al | </ PREF>
<PREF NAME="Crypt or " >XOR</ PREF>
<PREF NAME="Franer " >SOF</ PREF>
<PREF NAME="Transport">Si npl e</ PREF>
<PREF NAME="Noi se">TTLRandonx/ PREF>
<PREF NAME="Modul es">tt| </ PREF>

</ CHANNEL>

</ CONFI G




A channel must specif§over and eitheCovert | n orCovert Qut (unidirectional channel) or both (bi-directional
channel) using device names of devices specified in the eleeiction of the configuration. It must also specify at
least one module und&bdul es using the module name(s) as specified in the module sectithre @onfiguration.
Multiple modules can be specified by separating the namésspiices. If multiple modules are specified covert
data is encoded by the modules in the order they are specifieslmeans sender and receiver configuration files
must specify modules in the same order; otherwise the cormation will not work.

Packet Sel ecti on, Cryptor, Framer, Transport andNoi se specifications are optional. By default all overt
packets will be used to encode covert data, anéstbeand framer an&impletransport modules will be used. By
default no encryption will be used and no noise is simulated.

The following specifies a modulation module. Each moduletrhase a unique name. The preferences are
module-specific (see Sectidn3).

<MODULE NAME="tt|">
<PREF NAME="Bi t sPer Packet " >1</ PREF>
<PREF NAME="Del t a">1</ PREF>

</ MODULE>

A device specification must have a unique name and havéyie preference set to an existing device (see
Sectiond.4). Other preferences are device-specific.

<DEV NAMVE="InFile">

<PREF NAME="Type">Fi | e</ PREF>

<PREF NAME="Fi | enane">send. t xt </ PREF>
</ DEV>

An encryption/decryption specification must have a unigara@ andlype must be set to an existing module.
Currently the only existing module OR(see Sectiod.7).

<CRYPT NAME="XOR'>
<PREF NAME="Type" >XOR</ PREF>
<PREF NAME="Key" >gehei nx/ PREF>
</ CRYPT>

A framer specification must have a unique name andyfpe preference must be set to an existing module.
Currently two framing methods are implemented. Tf@F framer uses a start of frame byte and bit stuffing
whereas th€RCframer identifies frames based on a CRC32 checksum (se@4d).

<FRAMER NAVE="SOF" >
<PREF NAME="Type" >SOF</ PREF>

</ FRAVER>

A transport specification must have a unique name anditpe preference must be set to an existing module.
Currently the only transport module implemented is $implemodule (see Sectioh.6).

<TRANSPORT NAME="Si npl e">
<PREF NAME="Type" >Si npl e</ PREF>
<PREF NAME="BI ockSi ze" >16</ PREF>
<PREF NAME="Parity">0</ PREF>

</ TRANSPORT>

The noise specification is optional and is only availabletésting covert channels with overt data from trace
files. A noise specification must have a unique name andythe preference must be set to an existing noise
module. Currently two noise modules exist for Time to Livel [J covert channels. Th& TL module emulates
noise based on TTLs from trace files and TE_LRandommodule generates artificial noise based on a Gaussian
distribution (see Sectio#.8).

<NO SE NAME="TTLRandont >
<PREF NAME="Type" >TTLRandonx/ PREF>
<PREF NAME="St dDev">0. 5</ PREF>

</ NO SE>

The packet selector specification is optional. By defallaailable packets are used to embed covert data.
A packet selection specification must have a unique namelan@lype preference set to an existing module.
Currently theAll module selects all packets and tHashmodule samples packets with specified probability (see
Sectior4.9).



<SELECTOR NAME="Al | ">
<PREF NAME="Type">Al | </ PREF>
</ SELECTOR>

The next section explains the various modules and theiepgates.

4 Module Preferences

This section describes the configuration of all modules oHEE. For each module preferences are listed in
alphabetical order with optional preferences enclosedirage brackets ([]).

4.1 Main
The main part of CCHEF provides some preferences relatedetdog file and the location of the modulation
modules.
Preference Type Default Meaning
LogFile String <install>/var/cchef/cchef.log Directory and name of log file.
ModuleDir String <install>/lib/cchef Directory where the modulation
modules are located.
[Verboselevel] Uint8 0 Verbosity of the log file (O=lowest,
4=highest).
4.2 Channel

This is the definition of the covert channel. Currently aridanse of CCHEF can only create a single channel.

4.3 Modulation Modules

This section describes the implemented modulation modules

4.3.1 basettl

th

er.

Preference Type Default Meaning

[BothDirections] | Boolean | No This option only works if using overt traffic from a trace file.
If set to yes CCHEF will encode (and possibly decode)
covert data in both directions.

Covertin String Device from where covert data to be send is read.

CovertOut String Device where received covert data is written to.

Cover String Device from where overt packets (used as cover) are
intercepted (and possibly re-injected).

[Cryptor] String Encryption/decryption module to use. If this preference is
unspecified there is no encryption.

[FastTrace] Boolean | No If set to yes an instance of CCHEF will send covert data and
receive the same covert data straight away. Works only w
overt data from trace files.

[Framer] String SOF Framing module to be used.

Modules String A space-separated list of covert channel modules. At leag
one module must be specified. If multiple modules are
specified the order must be the same at sender and recei

[PacketSelection]| String All Packet selection module to be used.

[Transport] String Simple Transport module to be used.

This module is actually not a modulation module. This modygeerates a list of flow IDs and the most common
TTL values in both direction of the flow. This list can then s&d as input for th&loiseTTLmodule (see Section

4.8.1).



Preference Type Default Meaning
FileName String Name of the file where flow IDs and TTL values are
written. The format of each line of the file is: flow ID,
common forward TTL, common backward TTL.
4.3.2 flowlen

This module is actually not a modulation module.

unidirectional flows.

This modideerates a file with flow length statistics for

[s,

Preference Type Default Meaning
FileName String Name of the file where flow length statistics are writte
The format of each line of the file is: number of packe
number of bytes.
4.3.3 il

This module encodes covert data in the Time to Live (TTL) fedddescribed in [3].

Preference Type Default Meaning
[BitsPerPacket] | UInt8 1 Number of covert bits encoded per overt packet.
[Delta] Uint8 1 Difference between 0-bit and 1-bit.

4.3.4 ttlnew

This module encodes covert data in the TTL field as describgt]i This module encodes covert data into packet
inter-arrival times. The module has no options.overt hitsencoded in the difference between two consecutive
TTL values similar to the Alternate Mark Inversion (AMI) ced

Preference Type Default Meaning
[Delta] Uint8 1 Difference between 0-bit and 1-bit.
4.3.5 ttlinew2

This module encodes covert data in the TTL field directly inits of the TTL as described in [4].

Preference Type Default Meaning
[BitsPerPacket] | UInt8 1 Number of covert bits encoded per overt packet.
4.3.6 ttlquo4

This module encodes covert data directly into the TTL field& significant bit as described in [5]. The module

has no options.

4.3.7 ttlquo41

This module encodes covert bits mapped to certain TTL vaseakescribed in [5].

Preference Type Default Meaning
[BitsPerPacket] | UInt8 1 Number of covert bits encoded per overt packet.
[Delta] Uint8 1 Difference between 0-bit and 1-bit.

4.3.8 ttllu05

This module encodes covert bits into the difference of sgibset TTL values as described in [6].

Preference

Type

Default

Meaning

[Delta]

Uint8

1

Difference between 0-bit and 1-bit.




4.3.9 ipid

This module encodes covert data into the IP identificatidr) fleader fields as described in [7]. The module has

no options.

4.3.10 pktiat_fixed

This module encodes covert data into packet inter-arriveés. Fixed absolute delays are used to encode 0 bits
(small delay) and 1 bits (large delay). The module has n®apti

4.3.11 pktiat_modulo

This module encodes covert data into packet inter-arriveds$ using the encoding technique described in [8]. The

module has no options.

4.4 Devices

This section describes the implemented devices.

4.4.1 DeviceNull

This devices simply discards any output data i.e. it writgsido /dev/null. The module has no preferences.

4.4.2 DeviceRandom

This device reads uniform random (equal probability of @ kitd 1 bits) input data.

Preference Type Default Meaning
[Seed] UiInt32 time(NULL) Seed value for random number generator

4.4.3 DeviceFile

This device reads and/or writes data from/to ASCII text files

Preference Type Default Meaning

[Append] Boolean | Yes Appends to existing file when writing (instead of
creating a new file).

FileName String Name of the file to read from or write to.

[Repeat] Boolean | No Automatically re-opens the file if the end of file is
reached and continues reading.

4.4.4 DeviceTun

This device opens a network tunnel interface and readgsvwit packets from/to this interface. The tunnel device
allows tunneling IP packets send by any networked apptinatacross the covert channel.

Preference Type Default Meaning
IPAddress IPAddr IP address of the tunnel device.
Network String A string of the form:IP/mask The network that is

routed across the tunnel. Currently the mask is limited to
/8,116 or /24.

4.4.5 DevicePcap

This device reads packets from a trace file in tcpdump formabm a live network interface.



Preference Type Default Meaning

[Device] String eth0 Name of the device (live capturing) or file name (trace
file).
Filter String A filter rule to select the overt traffic of the form:

[src_hostSrclP] [AND] [dst_hostDestIF [AND]
[src_port numbef [AND] [dst_port numbet [AND]
[ip_proto protocol.

[Online] Boolean | Yes Set to yes if live capturing otherwise no.
[Promiscuous] | Boolean | Yes Set interface to promiscuous mode (live capturing only).
[RecvBufSize] | Ulnt32 65535 (OS Size of the socket buffer.
dependent)
[SnapSize] Uintl6 68 Number of bytes captured per packet (live capturing
only).

4.4.6 DevicelLTrace

This device reads packets from trace files in tcpdump or ERRdbor from a live network interface. It is based
on thelibtracelibrary [9].

Preference Type Default Meaning

[Device] String eth0 Name of the device (live capturing) or file name (trace
file).

Filter String A filter rule to select the overt traffic of the form:

[src_hostSrclP] [AND] [dst_hostDestIF [AND]
[src_port numbef [AND] [dst_port numbet [AND]
[ip_proto protocol.

[Online] Boolean | Yes Set to yes if live capturing otherwise no.
[OutputDevice] | String Name of the file to write to.
[Promiscuous] | Boolean | Yes Set interface to promiscuous mode (live capturing only).
[RecvBufSize] | UlInt32 65535 (0OS Size of the socket buffer.
dependent)
[SnapSize] Uintl6 68 Number of bytes captured per packet (live capturing
only).

4.4.7 DeviceNFQueue

This device intercepts packets in the Linux kernel via Neffitules specifying the queue target [10]. It also
re-injects intercepted packets back into the kernel.

Preference Type Default Meaning

Filter String A filter rule to select the overt traffic of the form:
table[src_hostSrclP| [AND] [dst_hostDestIH. The
tableis the iptables table name. The table name is
INPUT, OUTPUT or FORWARD for incoming,
outgoing or forwarded traffic respectively.

4.5 Framing

This section describes the available framing methods.

45.1 SOF

This framing technique is based on a start of frame (SOF) d&ytkbit stuffing as used by HDLC. The module has
no preferences.

452 CRC

This framing technique is based on detecting frames via CR®®&cksums as used by ATM. The module has no
preferences.



4.6 Transport

This section describes the different transport modules.

4.6.1 TransportSimple

This is a simple transport module implementing segmentagassembly, sequence numbers for detecting loss of
segments at the receiver, and forward error correction {F&Sed on Reed-Solomon codes (FEC only works if
CCHEEF is compiled with the Reed Solomon library, see se@jon

Preference Type Default Meaning

[BlockSize] Uint8 8 Number of covert bytes per transport block.

[Parity] Uint8 0 Number of parity bytes per transport block
(Reed-Solomon error detection and correction).

4.7 Encryption

This section describes the existing encryption modules

4.7.1 XOR

The XOR module ‘encrypts’ covert data as XOR of the data ardsHared secret. While this is not very secure it
demonstrates the use of encryption modules.

Preference Type Default Meaning
Key String Shared secret between covert sender and receiver.
4.8 Noise

This section describes the available noise modules.

481 TTL

This module simulates noise for TTL covert channels baseteahTTL variation from trace files. Before this
module can be used thmsettimodule must be used on the same trace to extract the most coffimovalues
per flow (see Sectioa.3.1).

In afirst step the trace file is pre-processed running theegenith the basettl modulation module. This module
generates a list of all packet flows (identified by their flowy End their ‘normal’ TTLT T Lyorm. We assume the
‘normal’ TTL to be the most common TTL value and every othet Value is an error induced by TTL variation.
The actual error simulation then works as follows. The TTluegprior to modulation T Lyyior is stored and the
new TTL value (including noise) is set to:

Preference Type Default Meaning
FileName String Name of the file with common TTL values per flow
(generated by the basettl modulation module).

4.8.2 TTLRandom

This module simulates random noise for TTL covert channkladds a random offset to TTL values based on
a Gaussian distribution. The standard deviation can be gquefil through the configuration file. The type of
distribution can be easily changed to any of the distrimgisupported by the Gnu Scientific Library (GSL) [11].

Preference Type Default Meaning
[Seed] Uint32 time(NULL) Seed value for random number generator.
[StdDev] Float 0.0 Standard deviation of the Gaussian distribution.




4.9 Packet Selection

This section describes the available modules for selectiegt packets.

49.1 Al

This module simply selects every packet and has no prefesenc

4.9.2 Hash
This module selects a certain fraction of packets (depegnalirnthe specified probability).

Preference Type Default Meaning
[Probability] Float 1.0 Probability of selecting a packet.

5 Using CCHEF

This section provides a number of examples of how to use CCHEEan subdirectory of the CCHEF distribu-
tion contains man pages fochef andconpar e describing all the command line options. Téte subdirectory
of the CCHEF distribution contains the example configuratiles.

5.1 Covert Channel Emulation based on Packet Trace

CCHEF can either be run in fast trace mode or normal trace maodermal trace mode CCHEF needs to be run
twice. Firstly, CCHEF is run as the sender reading overfitréifom the trace file, encoding the covert channel
and then generating a new trace file containing the origiradii¢ modified by the covert channel. Secondly,

CCHEF is run as the receiver reading the modified trace filedaedding the covert channel. Modify the example
configuration fileg race- send. xm andtrace-recv. xm to specify input and output trace file names (and any
other part of the configuration). Then run CCHEF as follows:

cchef -c trace-send. xni
cchef -c trace-recv. xn

In fast trace mode CCHEF is only run once, acting as combiardex/receiver. It encodes the covert channel
into the overt traffic from the trace and then decodes thert@annel straight away. Because in fast mode
no modified trace is created (the performance bottlenecloimal mode) it is almost twice as fast. Modify the
configuration filet race- sr. xm to specify the input trace file (and any other part of the caméitjon). Then run
CCHEF as follows:

| cchef -c trace-sr.xni |

In trace file mode CCHEF can encode/decode the covert chaimtekll traffic flows in both directions. It can
also encode/decode the covert channel in only a subset tffie as specified by a filter preference and/or limit
the encoding to one direction.

CCHEF will log all bits send and received on the payload (coglata only) and the transport layer (all en-
crypted bits send across the covert channel including tdeéa, transport data and framing data) [2]. Thepar e
application can be used to compute bit error rates and blook tes. To compute bit error rates on the transport
layer run:

‘ conpare -i BitsSendTransport -o BitsRecvTransport ‘

To compute bit and block error rates on the payload layer run:

‘ conpare -i BitsSendPayl oad -0 BitsRecvPayload -b <block size> ‘

The block size specified must be identical to the block sizdigared int r ace- send. xm / trace-recv. xn
ortrace-sr. htm . Otherwise block error rates will be incorrect.

10



5.2 Text-based Covert Channel Across a Network

This scenario requires two PCs — one for the covert sendesratbr the covert receiver. Modifyext - send. xmi
andt ext-recv. xn to specify the IP addresses of the sender and receiver. dfortine, at the sender a text file
with the message to be send needs to be created and the filemashbe specified ihext - send. xm . Then on
the sender run:

| cchef -c text-send. xn |

And on the receiver run:

| cchef -c text-recv. xni |

The covert channel will be embedded in traffic flowing betw#en sender and the receiver. The example
configuration files are written for the case where covert seadd receiver are also the overt sender and receiver.
However, it is not required that the overt traffic is actuajgnerated by the covert sender and covert receiver
themselves. They could act as middlemen and use traffic oittimgwsers flowing across them (e.g. they are both
routers). In this case both configuration files must be matlifieplace INPUT and OUTPUT by FORWARD in
theFi | ter preferences.

5.3 IP-Tunnel Covert Channel Across a Network

This scenario requires two PCs — one for the covert sendeoaador the covert receiver. Modify the files
tun- peer 1. xn andt un- peer 2. xnl to specify the IP addresses of the covert sender and re@gidehe network
routed across the tunnel between them. Then on the covel¢sam:

‘ cchef -c tun-peer 1. xn ‘

And on the covert receiver run:

‘ cchef -c tun-peer2. xn ‘

In this scenario CCHEF creates a bi-directional covert ok(relying on overt traffic flowing in both direc-
tions). The covert sender and receiver can simultaneoeslg ° packets to each other over the covert channel
(so actually instead of a sender and a receiver we have twal pgars).

6 Extending CCHEF

This section describes how to extend CCHEF by adding new feedBefore modifying CCHEF it is highly
recommended to read and understand the design and archét@étCCHEF [2] and to study the source code
documentation generated by Doxygen.

6.1 Modulation Modules

Modulation modules are implemented as shared libraries.iffierface for modulation modules looks as follows:

int initMd(configltenlist_t parans);

int doneMod();

int initFl owvoid **flowdata);

int doneFl owvoid *fl owdat a);

int resetFl ow void *flowdata );

int timeout(ntinmer_t *timer, void *flowdata);

int getTimers(ntiner_t **tinmers, void *flowdata);

int encode(BitBuffer *bb, pkt t *pkt, void *flowdlata);
int decode(BitBuffer *bb, pkt t *pkt, void *flowdlata);

To add a new modulation module use an existing module as &aen@hd modify the code. Each module must
implement theencode (called for each overt packet in send direction) dadode (called for each overt packet
in receive direction) functions. Theni t Mod anddoneMd function are for allocating/deallocating and initialigin
global state; module preference parsing is also doneninMbd. Thei nit Fl ow, doneFl ow andreset Fl ow
functions are for allocating/deallocating and initiatigiper-flow state. Theget Ti mer s function initialises module
timers (if needed) and everytime a timer expiresttheeout function is called.

In order to compile and install the new modWekef il e.amin src/nmodul es has to be modified. Add
newrod. | a underl i b_LTLI BRARI ES and add the following lines (wherewnod is the name of the new module):
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newnod_| a_LDFLAGS = $( COMWON_LDFLAGS)
newnod_| a_SOURCES = newnod. cc <ot her sources>
newnnd_| a_LI BADD = ${ COVWON LI BADD}

6.2 Devices

To add a new device, derive a new C++ class fromDbe ce base class. Every framer must implement the
following methods (besides constructor and destructor):

virtual void addFilter(string filter);

virtual void del Filter(string filter);

virtual int receive(char *buf, unsigned long len, int flags);
virtual int send(char *buf, unsigned long len, int flags);
virtual DeviceStats *get Stats();

virtual int getFd();

virtual int getDevlnfo();

virtual int isOnline();

The addFi | ter anddel Filter methods set a filter and remove a filter. Filters are usually ased for
devices that handle IP packets and are used to filter the.iffhér ecei ve method is called when new data is
read from the device. Theend method is called when data is send to the device. gehé&t at s method returns
statistics about the device (e.g. number of bytes/packel)relheget FD method is used by CCHEF to learn the
file descriptor the device works on (if any). Thet Devl nf o method is used by CCHEF to query the type of
device (byte or packet) and the read/write mode. Finallj #tnl i ne method is used to specify whether a device
reads packets from a live network or from a trace file. The wetthnly needs to be implemented for devices that
handle bytes (and is not necessary for byte devices).

In order to make the new device available in configuratiorsfileew lines of code need to be added in
Channel . cc in thecr eat eDevi ce method (replac&ewDevi ce by the actual name):

} else if (type == "NewDevice") {
dev = new NewDevi ce(name, node, <nore paraneters>);
} else

In order to compile the new device and link it with CCHEF allneource files need to be added under
cchef SOURCES in src/ cchef/ Makefile. am

6.3 Framer

To add a new framer, derive a new C++ class fromRhaner base class. Every framer must implement the
following two methods (besides constructor and destrjictor

virtual BufferBlock *send(BufferBlock *in, pkt_t *overtPkt);
virtual BufferBlock *receive(BitBuffer *in, pkt_t *overtPkt);

Thesend method is called every time an overt packet in send direc@iomes. The receive method is called
whenever an overt packet in receive direction arrives. tfeoto make the new framer available in configuration
files, few lines of code need to be addedivannel . cc in thecr eat eFr amer method (replac8ewrr amer by the
actual name):

} else if (type == "NewFraner") {
framer = new NewFramer (nanme, trans->getBl ockSi ze(),
trans- >get Headr oonfSi ze(), <nore paraneters>);
} else

In order to compile the new framer and link it with CCHEF almneource files need to be added under
cchef SOURCES in src/ cchef/ Makefil e. am
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6.4 Transport

To add a new transport module, derive a new C++ class frorirthesport base class. Every transport module
must implement the following methods (besides construaordestructor):

virtual BufferBlock *send(BitBuffer *in, pkt_t *overtPkt);
virtual BufferBlock *recei ve(BufferBlock *in, pkt_t *overtPkt);
virtual unsigned short get Payl oadSi ze();

virtual unsigned short get Bl ockSi ze();

virtual unsigned short get HeadroonSi ze();

The send method is called to generate new transport packets fromdkercdata read from the Covertin
device. Therecei ve method is called each time a new frame has been received lewveotert channel. The
get Payl oadSi ze, get Bl ockSi ze andget Headr oon5i ze methods must return the number of payload (covert)
bytes per transport packet, the total size in bytes of trangmckets, and the number of bytes the framer should
leave as headroom. In order to make the new transport modailalale in configuration files, few lines of code
need to be added ithannel . cc in thecr eat eTransport method (replac&ewTr ansport by the actual name):

} else if (type == "Newlransport") {
trans = new Newlransport(nane, <nmore paraneters>);
} else

In order to compile the new transport module and link it witBKIEF all new source files need to be added
undercchef SOURCES in src/ cchef/ Makefile. am

6.5 Encryption

To add a new encryption module, derive a new C++ class fron@thipt base class. Every encryption module
must implement the following two methods (besides consbnend destructor):

virtual BufferBlock *encrypt (BufferBlock *in, int flags);
virtual BufferBlock *decrypt (BufferBlock *in, int flags);

Theencrypt method encrypts a buffer and thecr ypt method decrypts a buffer. In order to make the new
framer available in configuration files, few lines of codedémbe added itthannel . cc in thecr eat eCrypt or
method (replac8ewCr ypt or by the actual name):

} else if (type == "NewCryptor") {
crypt = new NewCryptor(nane, <nore paraneters>);
} else

In order to compile the new encryption module and link it WBE@HEF all new source files need to be added
undercchef SOURCES in src/ cchef / Makefile. am
6.6 Noise

To add a new noise module, derive a new C++ class frordhge base class. Every noise module mustimplement
the following two methods (besides constructor and desirjc

virtual void pre(pkt_t *overtPkt);
virtual void post(pkt_t *overtPkt);

The pre method is called before the covert channel is embedded t@vert traffic and allows the noise
module to learn the original characteristics of the ovexffic. The post method is called after the covert channel
has been inserted in the overt traffic and here the module remtecnoise by changing header fields or packet
timing. In order to make the new noise module available irfigomation files, few lines of code need to be added
in Channel . cc in thecr eat eNoi se method (replac8ewNoi se by the actual name):

} else if (type == "NewNoise") {
noi se = new NewNoi se(name, <nore paraneters>);
} else
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In order to compile the new noise module and link it with CCHitlfhew source files need to be added under
cchef SOURCES in src/ cchef/ Makefile. am
6.7 Packet Selection

To add a new packet selection module, derive a new C++ classtfirePacket Sel ect or base class. Every packet
selection module must implement the following method (@esiconstructor and destructor):

‘ virtual int select(pkt_t *pkt); \

The sel ect method is called for every overt packet. It needs to returrfahe overt packet should be used
as carrier for the covert channel or a 0 otherwise. In ordena@e the new packet selection module available in
configuration files, few lines of code need to be addethismnel . cc in thecr eat eSel ect or method (replace
NewSel ect or by the actual name):

} else if (type == "NewSelector") {
sel = new NewSel ect or (nane, <nore paraneters>);
} else

In order to compile the new packet selection module and linkith CCHEF all new source files need to be
added undecchef SOURCES in src/ cchef/ Makefil e. am
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