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The communications perspective

Telecommunications is an enabler
® Telemetry from smart devices/things
e Control signals to smart devices/things

e Data between storage, computation,
visualisation and control devices

Convergence: “Internet” protocols:

e {TCP,UDP}/IP, HTTP, dynamic routing

® Diverse links: Wireless (WLAN, WiMAX, 3G/4G, Zigbee, Z-Wave...),
Fixed (copper, optics, p2p microwave, ...)

Communications challenges

® Timeliness, reliability, robustness, efficiency
e _..while things are mobile & links intermittent
e ...while environments are insecure or hostile
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The Internet has many things already

Many, many millions(+) of loosely co-operating,
mostly de-coupled devices....
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Happily chattering away....

All trying to locally optimise for their
preferred mix of speed,

responsiveness,
consistency,
'quality’

price....
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What could possibly go wrong?

ZR36.RU"

SW[ N SWINBURMNE

BUR | uiversnor http://izismile.com/2009/12/22/how_traffic_jams_start_6_pics-5.html

» N E * Internet of Things — Home Networking http://caia.swin.edu.au garmitage@swin.edu.au 22 April 2016 Page 6



http://caia.swin.edu.au/
http://izismile.com/2009/12/22/how_traffic_jams_start_6_pics-5.html

. 3
2 2

-

k3 - =
= -

Philips Hue: http://www.meethue.com

Connected Hydration
Bottle with Smart Lid

Belkin's WeMo home automation
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http://www.belkin.com/au/Products/home-automation/c/wemo-home-automation/
http://www.thermos.com/products/connected-hydration-bottle-with-smart-lid---teal.aspx
http://www.fitbit.com/au/surge

More “things” for the home... #2

Airflow Sensor
Patient Position Sensor [Breathing)

[Accelerometer
Electrocardiogram
Sensor (ECG)
Blood pressure sensor
IBphygmomanametar)
Electromyography
Sensor [EMG)

Pulse and Owygen in

'. e-Health Sensor Shield for
Blood Sensor (SPO2) = " ; Health I'I:\. hield f
Arduine and Rasbernry Pi
oS
|

"
Bodv E S i Galvanic Skin Response
ooy Termparature Sensor e i o iy
Rk g v 4 Sensar (G5R - Sweating)

T -
https://www.cooking-hacks.com/documentation/tutorials/ehealth-biometric-sensor-platform-arduino-raspberry-pi-medical

(I ran out of time to find more diverse images for tele-health. Sorry.)
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Lifestyle automation...
openHAB

@npenHAB

N T Lol L

“...Software for integrating

different home automation openHAB
systems and technologies © Developed in Java
into one Single solution that © Pluggable OSGI architecture

a”OWS Over-arChing © Absolutely vendor-neutral
automation rUIeS and that © Hardware/protocol-agnostic
offers uniform user
interfaces.”

© Fully open source

© Passionate and growing community

Addressing the needs of
“...home automation
solutions and Internet-of-

Things (loT) gadgets..” Welcome to openHAB - a vendor and technology agnostic open source
automation software for your home.
Build your smart home in no time!

http://www.openhab.org

An “..Intranet of Things..”
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More lifestyle automation...
“If This Then That” Connect Your Home

(I FTTT) From smart thermostats to wireless light bulbs, here are 6 ways to improve your home's 1Q.

Consumer-friendly ‘Q SSS

“prog ramS” tngger aCtIOnS Light up your house at sunset Come home to a warm hello

Mo need to reach for the switch when it gets Keap your home cozy and warm. IFTTT can
based On eve ntS dark. Let IFTTT light up the reom for you. detact when you're leaving work and flip on the
heater.

Events: environment sensors,
social media activity, ... =) -

2 ==y

= =]
ACt|OnS may Contr’OI Wake up to coffee in the morning Print at Grandma's with your camera phone
Brew a fresh pot of coffee from bed each Setup an internet connected printer so you can

househOId deViceS morning to get your day started. share beautiful photos from anywhere.
y sus

e
Send a text message to
your kids when you're near

school to pick them up

https://ifttt.com/categories/connect-your-home

Never forget to arm your alarm Don't overwater
T‘"t"_' onyenr I'gdhts f E't':'ew All you have to dois leave homae to arm your Save water while keaping your lawn refreshed
motion or soun eventis
srnart alarm. and healthy.
detected

SW[N When motion is detected,
SWINBURNE set your Nest Thermostat to
B U R UNIVERSITY OF o
TECHNOLOGY
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HomeKit
Securely control your home.
From the palm of your hand.

Apple HomeKit

Consumer-friendly, iOS-

based, mteg rated control of You use your iPhone every day — to stay in touch with people, stay
household devices, ... organised and help manage your health and fitness. With HomeKit, now
you can also use your iOS device to connect the products you use in your
home — so you can privately a irely"eantretthem and make them
Simple triggers (you control) work together.

Environmental triggers (rules)

Integrated with Siri: “Turn on
the TV....”, “Movie night...”

http://www.applé.com/ au/10s/homekit

SWIN [

Plugs + nes
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Reliance on offsite 3™ parties

Some of these are cloud-based services
» Offsite servers link devices & user controls (phone, etc)

o Offsite servers instantiate stand-alone 'smart' rules

 Responsiveness and reliability constrained by your wired
or 3G/4G Internet access

(And someone knows what your house is doing...)
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So what?
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A weak point: the internet plumbing... §J

What happens here e Internet >
(Internet Service Providers)

SWINBURMNE
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A weak point: the internet plumbing... §
L,

What happens here ¢ Internet D
(Internet Service Providers)
When traffic from w

Office Cloud-based these <
Applications applications 6@(\‘
PTVE Web con:/;leenocmg ‘\\‘ o 3
File Backups 'ciephony " 06“0
i " Home
Email y Network 0 (o
File servers ~ (intranet)

Social media VPN /

Online Telecommuting

Commerce
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A weak point: the internet plumbing... §J

What happens here ¢ Internet D
(Internet Service Providers)
When traffic from w

Office Cloud-based these
applications -

Applications
IPTV & Web Video

conferencing
File Backups 'ciephony " RS
Email ~ Home 2
y Network 0(o
File servers ~ (intranet)
Social media VPN /

Online Telecommuting

Commerce

Collides with traffic
from those?

(0
0 (-
(f

(And tele-health telemetry &
remote control, ...)

é \\\*". Home
eWAVE Automation
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Consumer internet is... challenging

* Link layer sync issues
« ADSL & DOCSIS come and go at inopportune times

* NoO-one promises 5-nines service anyway...

o “Bufferbloat”

» Long-lived/bulk TCP data flows fill traditional buffers, so
all traffic sees large RTT spikes (gateways, Wifi APs, ...)

* Responsiveness declines for all offsite services

(Oh, and curious security practices by device vendors....)
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An open topic: Peaceful coexistence

(or: sharing the home Internet access link)

Interactions with consumer entertainment traffic

* Modeling the impact network of streaming TV, etc...

Enhanced transport protocols?
« multi-path TCP, delay-sensitive TCP, scavenger TCP, ...

Better queue/buffer management?
« Active Queue Management (CoDel, PIE)
« Dynamic flow isolation (FQ-CoDel, FQ-PIE)
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AQM helps reduce RTT

1.4 —{ ™ 10T\ow (RTThase=40ms) m BulkUpload ® loTiow (RTThase=40ms) = BulkUpload = VideoCall (down)
® 10Thigh (RTThase=40ms) m VideoCall 800 —| m IoThigh (RTTpase=40ms) ™ VideoCall (up)
1.2 1 : : : S : : : : : : : ! : : :
. . . . . T . . . —_ . . . . T . .
: : : : BN : : | 2 6004 : ! LT . 3 : :
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e ' : Y : £ 400 A : 5 Ly BRI
&OB_I“ a T | 5 DS I AU AT
w i 3 Cl T o : - - - = e+ v o 1§
04 74 v Illlz ss &= Wm | S o0, 7 LY TioVial T f
I L : : : : : : : ' m - ; : & D - ¥
0.2 - et . : -.-.,.-.-T':: : f+ : i ) : :T :i : : *l
. hd N TT N N . X . . . . .
i!i!.-ﬁ.!!!!l i G me mE : : : : : : : :
0.0 1 : : : : : 0 = - - - - - - -
I I | | | | | | I | | | | | I |
RTTpsse 40 40 40 40 340 340 340 340 RTTpse 40 40 40 40 340 340 340 340
AQM PFIFO CoDel FQ CoDel PIE PFIFO CoDel FQ_CoDel PIE AQM PFIFO CoDel FQ_CoDel PIE PFIFO CoDel FQ_CoDel PIE

Throughput and RTT of four flows at 12/1Mbps (Base RTT={40,340}ms for non-IoT flows)

(PFIFO is prevalent gateway queue management. CoDel, FQ CoDel and PIE are new AQM algorithms. )
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Some overlapping CAIA work
» Cisco-funded (and jointly with SISR)

"An integrated social and technical evaluation of household
broadband service requirements for educational innovation and
the Internet of Things"

Comcast-funded

“Independent implementation of modern Active Queue
Management in FreeBSD”

Netflix-funded

“Support for a PhD program in high performance IP-based
content delivery”

e Cisco/ FreeBSD Foundation funded

“FreeBSD implementation of Multi-path TCP”, “New TCP
congestion control protocols”™
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